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Risk Balance Profile
Software Quality and V&V Program Guide

“FODORS”
Performance < Based on Trade-offs of Risk, Mitigation, Content _determined by user >
Costs < Based on Trade-offs of Risk,  Mitigation, Content _determined by user >
Schedule < Based on Trade-offs of Risk, Mitigation, Content _ determined by user
COST RISK ( Schedule Pressure Resolved ( Schedule Presmire Determine ( Schedule Pressure Resolved by (TBD)
FACTORS by § Resolved by § s
{ Rtpell‘ Testing ) 4 Repeat Testing 4 Repeat Testing
( Changing Requirements 4 Changing Requirements ( Changing Requirements
{ S/W Faults Could Impact { S/W Faults Could Impact ( S/W Faults Could Impact
System Testing System Testing/Schedule System Testing
SCHEDULE ( Late Problem Identification ( Late Problem Determine ( Late Probiem [dentification (TBD)
RISK ( Repair and Repeat Testing Identification ¢ Repair and Repeat Testing
FACTORS ( Changing Requirements 4 Repair and Repeat Testing ¢ Changin; uirements
ging Req
4 S/W Fauits Could Impact { Changing Requirements { S/W Faults Could Impact
System Testing { S/W Faults Could Impnact System Testing
System Testing
Mass Negligible or small Negligible or small Negligible or smail Negligible or small
Power Negligible or small Negligible or small Negligible or small Negligible or small
Program Title Mini Vleg wzﬂk Medium/ High Risk Tailored Approach Medium Risk Low Risk
nimal rogram C lete QA/VAY _Pr_.m-
Program Coatent Program Content Program Content Program Coatent Program Content
Teating Teating Ieating
4 T1-Accept Test (pasy/fail { T1-Accept Test (w/ { T1-Accept Test (w/ Metrics, ({ T1-Accept Test (w/
Soﬂware w0 metrics) Metrics & Key Critical good functional coverage, & Metrics, full functional
4 T2-Functional Test Functions) witnessing) coverage, &
(pase/fail) ( T2-Functional Test (w/ { T2-Full Functional Test (w/ witnessing)
Program Meirics & Key Critical Metrics) ( T2-Full Functional Test
Functions) . ( T3-Subsystem integration Test (w/ Metrics)
( Al-Hazards Analysis ( T3-Subsystem integration As detcd (Tailored 1o (Metrics) ( T3-Subsystem
Contents ( A2-S/W FMEA (if Test be Project Specific) ¢ T4-Unit Test (full SW Dev integration Test
applicable for critica ( T4-Unit Test (basic SW Folders) (Metrics / trend
functions only) Dev Folders). ( T5-Formal Test Plan analysis)
{ T5-Formal Test Plan ( T4-Unit Test full SW
QA Analvsis Dev Folders)
¢ None ( Al-Hazards Analysis { TS-Formal Test Plan
Analvsia ¢ A2-S/W FMEA
Related Management ¢ Al-Hazards Analysis ( A3-Safety Analysis (critical Analysis
4 None 4 A2-S/W FMEA (critical issues) 4 Al-Hazards Analysis
functions) { A4-Code Analysis (of critical 4 A2-S/W FMEA
?ﬂ.ﬁ[ N wiautomated support) ¢ A3-Safety Analysis
cmr————————— one [+1.1 (Full)
{ Q1-Conformance to S/'W QA ( Ad-Code Analysis
R Residual Risks Standards & Guidelines ¢ QI-Conformance to S/W (Full)
E { Q2-Requirements Trace Standards & Guidelines (QA { AS5-S/W Fault Tree
. ( Q3-Basic Technical Status check/peer audit) Analysis
S ¢ :‘cl‘_:el‘ﬁl‘i’f c:;‘g;:;'?::m Reviews (TSRs) including { Q2-Requirements Trace
I !ym"m‘s n;d’-n critical design and select { Q3-Defined Peer Reviews used 04
D ¢ R2 - Unknown functional code for TSRs ( Q1-Conformance to
and System marging. T2 4 Q4-Light V&V role { Q4-Reporting to Center S/W Standards &
U ¢ R { i 8 W . (report to Proj Mgr.) Director) Guidelines (QA critical
A l;ir:fnoen:tlx \:I:h respect to ¢ Qs-Requirements Mgt. 4 QS-Requirements Mgt. {trace item audit)
dre: system’s functional (local config. mgt) CM, CCB) 4 Q2-Requirements Trace
L requirements (FRD).Q2 ¢ Q6-Operations Software QA & (complete)
( R4 - Incorrect desi Related Management V&V (critical functions updates 4 Q3-3w
fonctionalin _Q;"S“ ¢ M1-Minimal S/W QA Plan only) Inspections(NASA)
4 RS - No regission testing (WPA anly) used for TSRs (w
’ T ] ¢ M2-Configunation Related Managemsat ncreased caverage).
; ( ;2' r';jw builds not Management (Code & ¢ MI-Full /W QA Plan (  Quivay
E con;cr in tlo :nn:::ccpuble version control) { M2-Configuration Management w.independent
R orod H;_STS M2 ¢ M3-Milestone Reviews (Code & Version control) reporting io NASA HQ
F ¢ R7 - Inputs l; S/W could (CDR, PDR, ) { M3-Milestone Reviews (CDR, 4 (QS-Regquelgeanll Mgt
i iti PDR, etc.) trace CM, . wol,
late boundary conditions, . i i
0 vio y ( M4-Risk Management program - volarility tracking)
R t—n%geror;on tested paths, etc. Q&ﬂ: (basic) ¢ Q6-Operations
¢ RS - Poor Wa o in { O1-Support Contractor ¢ Mé6-Project S/W Metrics Software QA & V&V
M the software prod u'";'"" Mﬁ'(]m“;ml of program (System/Acc. P/FRs) (incremental updates)
critical areas,
A (spaghetti code, un-
intainable code, etc.) - Other
N maintaina Residual Risks ¢ O1-Support Contractor M; ( M1-Full S/W QA Plan
1.Q3 v, pport gt ¢
C (RS T defects {continuous assesament) ¢ Ma-Configunation
E could cause the system to ¢ RI- Lack of confid in ¢ 02-Mission Operations and h:lmuemen’t (Fuit
fail or not meet it's accepubility of S/W 10 Residusl Risks Command Assurance (MOCA) use of 8 o0l ?
requirements- T5, Q2, Q5 meet system's needs-T1 ¢ M3-Milestone Reviews
R ( RI0 - Late awareness (or ( R7 - Inputs to S/W could Residual Risks (CDR, PDR, &1c. with
lack of anticipation) of violate boundary participation of
I schedule, performance, cost conditions, trigger non- ( R7 - Inputs 1o S/W could violate independent reviewers
S and quality problems ~ T5, tested paths, etc. - TS,lQ?. . boundary conditions, trigger mandaiory)
Q5, M2, M3 { R8 - Poor Workmanship in | Appropriate Subset of non-tested paths, etc. - T5, Q2. ( Md.Project Risk
K ( R11 - Software safety the software product Residual Risk Issue .
are p ( R9 - Latent S/W defects could Management program
problem - A2, AJ (spaghetti code, un- Relating to Seiected cause the system to fail of not ¢ MS-Inzegrated Support
{ R12- E:decuung rmhynﬁ B\Illlgl]mlhlt code, etc.) - Program Content meet it's requirements- TS, Q2, of Fault Protection
commands an a spacecraft - . Qs and/or Failure
Q1,02 { R9 - Latent S/W defects ¢ Ril - Software safety problem — Detection, Isolation &
( R13 - Lack of robustness of co_uld cause the ?ylmm 0 A2, A Recovery subsystems
functions supported by S/W fail Of nOt meet it's ¢ R12 - Executing faulty ¢ M6-Full Project
-Q3.Q5, A4 requirements- T$, Q2, Q3 commands on & spacecraft - QI, Software Metrics
{ R14 - S/W fails in a harmful { RI0 - Late awareness (or 02 program
manner - Al A2 lack of anticipation) of ¢ R13 - Lack of robustness of
VISFODORS.DOC I 10/21/98



Risk Balance Profile
Software Quality and V&YV Program Guide
“FODORS”

Program Minimal QA/V&YV Program (Very High Risk) Tailored Approach Complete QA/V&AV Program (Low Risk)
Program Coatent Program Content Program Content
Program Taating . . —
Content T1-Accept Test (pass/fail w/o metrics) T1-Accept Test (w/ Metrics, full functional coverage,
T2-Functional Test (pass/fail) & witnessing)
Analviis T2-Full Functional Test (w/ Metrics)
Al-Hazards Analysis T3-Subsystem integration Test (Metrics / trend
R A2-S/W FMEA (if applicable for critical functions only) analysis)
E 0A T4-Unit Test full SW Dev Folders)
s None TS-Formal Test Plan
1 Related Management As Selected (Tallored o | Analvsis
D None be Project Specific) Al-Hazards Analysis
U Qther A2-S/W FMEA
A None A3-Safety Analysis (Full)
L Residusl Risks (Missing Conteat) Ad-Code Analysis (Full)
1- Lack of confidence in acceptability of /W to meet system’s needs-T1+ AS-S/W Fault Tree Analysis
P 2 - Unknown functional and system margins-T2+ 04
E 3 - Inconsistent S/W requirements with respect to the system’s functional Q!-Conformance to S/W Standards & Guidelines
R requirements (FRD)-Q2 (QA critical item audit)
F 4 - Incorrect design functionality-Q2 Q2-Requirements Trace (complete)
[s) 5 - No regression testing -T5, M4 Q3-S/W Inspections(NASA) used for TSRs (wr
R 6 - S/W builds not converging to an acceptable product - TS, M2 increased coverage).
M 7 - Inputs to S/ W could violate boundary conditions, trigger non-tested Q4-IV&Y wiindependent reporting to NASA HQ
A paths, etc - T5,Q2 QS-Requirements Mgt. (trace CM, CCB,. tool, .
N 8 - Poor Workamanship in the software product (spaghetti code, un- volatiity iracking)
C maintainable code, etc ) — Q1, Q3 ’ Q6-Operations Software QA & V&V (incremental
E 9 - Latent S/W defects could cause the system to fail or not meet it’s updates)
requirements- TS, Q2, QS 1 nagement
R 10 - Late awareness (or lack of anticipation) of schedule, performance, cost M1-Full SSW QA Plan
1 and quality problems - TS, Q5, M2, M3 M2-Configuration Management (Full coverage wr
s 11 - Software safety problem — A2+, A3 mandatory use of a tool)
K 12 - Executing faulty commands on a spar.‘ec raft - Q1 02 M3-Milestone Reviews (CDR, PDR, etc. with
13 - Lack of robustness of functions supported by S/W - Q3, Q5, A4 participation of independent reviewers datory)
14 - S/W fails in a harmful manner - A1+, A2+ Md-Project Risk Management program
15 - H/'W and system failures compounded by inappropriate S/W responses - MS-Integrated Support of Fault Protection and/or
Q5. M4 Failure Detection, [solation & Recovery subsystems
16 - Missing, wrong or extra software requirements -Q2, Q3, QS, M2 Mé-Full Project Software Metrics program
17 - Working with out of date requirements - Q2, Q3, QS, M2 Residual Risks Qther
18 - Failure to identify critical QA and V&V processes for SW - Th+, T2+ O1-Support Contractor Mgt. (continuous assessment
A2+ w/ RFP & SEB support from QA and IV&V roles)
19 - Failure to identify critical contractor monitor points - M2, M3, O1 02-Mission Operations and Command Assurance
20 - Can't identify ch s (cost, scheduie, functionality, etc.) ~ M2 (MOCA)
21 - Project progressing to the next phase of development before it is ready — Residual Risks (Missing Coateat)
M1, M3 28 - Encountering a S/W error that wasn't tested (i.c.,
22 - Non-standard documentation and source code - M1, M2 Appropriate Subset of can’t test everything in a complex software product) -
23 - Unable to effectively add personnel to an “in progress” project - TS, Residual Risk Issue M1+, M4+
M1 Relating to Selected 29 - Uploading faulty software to a spacecraft after

24 - Unable to make enh and ch
25 - Un-reusable S/W products - Q2
26 - Choosing the wrong/high risk contractor to develop software - M4, Ol

to the S/W - Q1, Q2, M2

-3

27 - Receiving wrong RFP responses with respect to /W - M1, M2
28 - Encountering a S/W error that wasn't tested - M1, M4

29 - Uploading faulty software to a spacecraft after launch - T5, M2, 02
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Mitigations (Risk Reduction)

Mitigations

Mitigations (Risk Reduction)

1 - Use of an Automatic Code Generator(8,22,24)

2 - Reusing high quality proven software products (req., design, code, and/or
test cases)(1,7,8,9,13,22 25)

3 - Using Rapid Prototyping aspects of the software system(1,3,6,16)

4 - Simulation of software subsystem(1,3,10,12,16,24,29)

5 - Embedding Assertions in the code (1,3,14,16,17)

6 - Lessons leamed(1,5,10,18,19,20,21,22,26)

7 - Apply PACTS to critical functions(1,3,6,9,10,29)

8 - Identify critical functions(1,3,10,13,16,17,21,27,28)

9 - Establish volatility metrics(1,5,9,21,24,28)

10 - Use Complexity metrics(1,4,7,8,28)

11 - Early training(8,9,16,22,23,24,29)

12 - Cross training(8,9,16,22,23,24,29)

13 - Do regression testing(1,3,5,9,14,24 28)

14 - Incentivize contractor(5,8,9,10,21,24,26)

15 - Establish reuse requirements(1,6,8,9,13,20,22,24,.25,28)

16 - Use TSR (incl auto code genX(1,4,8,10,16,17,20,21,22,25,28)

17 - Insight review of contractor SEI level(8,10,19,21,22,26)

18 - Use EVA metrics(10,20,26)

19 - Standard documentation formats, reports(6,8,10,16,20,21,22,23,24,25)
20 - Validation of auto code generator($,6,7,8,9)

21 - Augmenting V&V with Formal Metbods techniques (1,3,14,16,17, 28)

2-Rminghighq;ulityprovmwﬂmpmdm
(req., design, code, and/or test cases) (*)

6 - Lessons learned (*)

7 - Apply PACTS to critical functions (29)

12 - Cross training (29)

14 - Incentivize contractor (*)

1S - Establish reuse requirements (28)

21 - Augmenting traditional V&V with Formal
Methods techniques (formal specification, model
checking, animating specifications, and/or proofs))
(28,%)

Note: * indicates s general risk reduction

Note: + indicates that adding stronger content techniques of type could reduce this risk
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